Risk Report Appendix 6

Report for 2018-2019
Filtered by Flag:Include: * CRR 5+ / 15+
For MDDC - Services
Filtered by Performance Status: Exclude Risk Status: Low
Not Including Risk Child Projects records or Mitigating Action records
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Risk: 3 Rivers Disclosure requirements The disclosure arrangements for the new wholly owned
5PV are posing technical accounting questions which are exercising our external auditors and
Finance department

Effects (Impact/'Severity):
Causes (Likelihood):
Service: Financial Services

Current Status: High Current Risk Severity: 5 - Very Current Risk Likelihood: 3 -
{15) High Medium

Service Manager: Jo Nacey

Review Note: VWe have enlisted the help of a technical expert who advises CiPFA to ensure we
get this right

Risk: 3 Rivers Governance Arrangements Maintaining arms-length status and not falling foul of
state aid legislation, successfully countermanding challenge.

Effects (Impact/'Severity):
Causes (Likelihood):
Service: Governance

Current Status: High Current Risk Severity: 5 - Very Current Risk Likelihood: 3 -
(15) High Medium
Service Manager: Catherine Yandle

Review Note: Lois of scrutiny and FOls at the moment, likely to continue into 2014
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Risk: 3 Rivers Loan 3 Rivers are unable to service and repay the loan from MDDC, this will
depend on Economic factors and their success in the marketplace commercially.

Effects (Impact/Severity):

Causes (Likelihood):

Service: Financial Services

Current Status: High Current Risk Severity: 4 - Current Risk Likelihood: 4 -
(16) High High

Service Manager: Jo Nacey

Review Note: Dependent on ability to win contracts and compete in a low margin environment

Risk: Asset Management - The Council may not be optimising its porifolio of assets

+ Assets purchased without prior approval may not he supported by Council policies and systems
* Misuse of assets could have a financial impact to the Council

* [nadequate inventory records could invalidate insurance claims, disrupt the business continuity
process and hide instances of theft

+* Failure to maintain the Asset Management Strategy could result in an inefficient use of resources
Mot making a commercial ROl

Effects (Impact/Severity): » Thefl of stocks and stores
Causes (Likelihood): - Mizsmanagement of stocks and stores

Service: Property Services
Current Risk Severity: 3 - Current Risk Likelihood: 4 -

Service Manager: Andrew Bushy
Review MNote: Capital Assel Management Strategy on the website

Risk: Commercial Land supply Failure to identify commercial land supply will stunt economic
growth

Effects (Impact/Severity):

Causes (Likelihood):
Service: Planning

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Jenny Clifford
Review Note: Local Plan Review identifies employment land.

Risk: Contingency - Business Continuity Having an ineffective Business Continuity Plan in place
to complement the Emergency Plan, Disaster Recovery Plan and Risk Management Plan leading to
service failure and loss in reputation.

Effects (Impact/Severity): » Staff are not enabled or adequately prepared to deal with
incidents in the event that senior managers are unavailable

* Poor management of a major incident will affect the Council's reputation

+ There is a risk to decision-making processes and maintaining quorate committees in the event of
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loss of Members.

+ Software Failure, leading to potential inability to pay staff, creditors, benefits etc and inability to
access key data affecting service delivery and customer experience

+ Increase in workforce homeworking

Causes (Likelihood): « Severe weather including snow, flooding and heatwaves can cause
disruption to normal service operation

+ Severe space weather can cause disruption to a range of technologies and infrastructure,
including communications systems, electronic circuits and power grids.

* Fuel strikes

* Indusirial action

Failure to plan for this and implement contingency procedures will affect sernvice delivery.

Service: Governance

Current Status: High Current Risk Severity: 4 - Current Risk Likelihood: 4 - High
{16) High

Service Manager: Catherine Yandle

Review Note: Local authorities have been warned to prepare for up to three months of disruption
in the event of a no-deal Brexit.
We are also coming into the season when inclement weather is likely.

Risk: Corp RA - Recycling Income Reduction in material income levels due to market forces.

Effects (Impact/Severity):

Causes (Likelihood):

Service: Street Scene Services

Current Risk Severity: 4 - Current Risk Likelihood: 3 -
High Medium

Service Manager: Stuart Noyce
Review Note: Mo further mitigating actions or incidents since the last review.

Risk: Culm Garden Vi Financial risk if bid for capacity funding fails as costs are being
incurred already

Effects (Impact/Severity):

Causes (Likelihood):
Service: Planning

Current Status: High Current Risk Severity: 5 - Very Current Risk Likelihood: 3 -
{15) High Medium

Service Manager: Jo Nacey
Review Note:l needed

Risk: Dangerous Equipment Risks associated with using powered eguipment and machinery or
that which has moving pars g fans, woodworking machines, abrasive wheels. Also risks with

using powered portable tools eqg electric drill, off-hand grinders as well as manual tools g knife,
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guillotine.
There are risks that some equipment may produce electromagnetic interference with pace-makers.

Effects (Impact/Severity): High if no PPE worn or risk assessments not followed

Causes (Likelihood): medium if procedures followed.
Service: Property Services

Current Risk Severity: 4 - Current Risk Likelihood: 3 -
High Medium

Service Manager: Andrew Busby
Review Note:

Risk: Evictions Tenanis being evicted could become violent.
Effects (Impact/Severity):

Causes (Likelihood):
Service: Housing Services

Current Risk Severity: 5 - Very  Current Risk Likelihood: 2 -
High Low

Service Manager: Claire Fry

Review Note: The assessment of the risk remains the same, as the Housing Senvice is required
to house vulnerable people with complex needs who may exhibit challenging behaviour if they fieel
threatened. An eviction can be a very traumatic event for such people.

Risk: Funding Insufficient resources to deliver growth aspirations of Corporate Plan.

Effects (Impact/Severity): Reputational
Local impact on service provision to Mid Devon businesses resulting in reduced opporiunities for
those businesses, which other Districts may be able to offer = business migration

Causes (Likelihood): Loss of EU funding
Loss of Central Government funding

Changes to funding priorties

Service: Growth, Economy and Development

Current Risk Severity: 4 - Current Risk Likelihood: 3 -
High Medium

Service Manager: Adrian Welsh

Review Note: Multiple work streams requinng staff resource and wide skill set, lack of success to
lever in funding to deliver growth and associated infrastructure.

Consequence: Failure to realise growth aspirations, hampers economic growth, insufficient housing
to meet needs, lack of progress on strategic sites, failure to secure business rate growth, Garden
Village project does not happen or does not meet GV quality aspirations.

Mitigation: Prioritisation of staff resource, bids and expression of interest submissions to suitable
Govemment funding streams to deliver infrastructure, unlock sites and cover costs of staff resource,
effective ufilisation of 5106 monies, develop collaborative and parinership working
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Risk: GDPR compliance That the Council cannot demonsirate that we are prepared for GDFPR
Effects (Impact/Severity):

Causes (Likelihood):
Service: Governance

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Catherine Yandle

Review Note: Information audit work now suspended until the New Year, Several departments
have been reviewed Building control and Street scene next priorities.

Risk: HES RA - Carlu Close D Inherent risk at Carlu Close site - highest scoring risk
Effects (Impact/Severity):

Causes (Likelihood):
Service: Street Scene Services

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Stuart Noyce

Review Note: Changes have heen made to operations at Carlu Close such
as not idling engines inside the building, varying fan use,

leaving main doors open to improve ventilation etc.

Air Cuality testing results prove CO2 readings are at an acceptable level.

Risk: H&S RA - Enforcement Officer Enforcement Officer Risk assessment
Effects (Impact/Severity):

Causes (Likelihood):
Service: Street Scene Services

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Stuart Noyce
Review Note: Alert system updated (new provider)

Risk: H&S RA - Litter picking Litter picking - Risk of accidentfinjury from vehicles when working
roadside

Effects (Impact/Severity):

Causes (Likelihood):

Service: Grounds Maintenance

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Darren Beer

Review Note: S5o0W/Induction training /PPE - High viz conforming to Class 3 requirements. Mo
working in peak hours Tam -10am & 4pm - Tpm




Operatives to litter pick facing against traffic/\Warning beacons on vehicle/\MVaming signage must be
used in correct locations

Risk: H&S RA - Recycling Depot Operatives Risk assessment for role - Highest Risks scored -
Yehicle Movements inside Depot/Risk of Fire
Effects (Impact/Severity)h

Causes (Likelihood):

Service: Street Scene Services

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Stuart Noyce

Review Note: S50V designated walkways/PPE/Reversing Assistants/Equipment servicing.
Reqular alarm testing and equipment checks/flammable materials outside.

Risk: H&ES RA - Refuse Driver/Loader Risk Assessment for Role - Highest risk from role R4 -
Risk of RTA from severe weather conditions

Effects (Impact/Severity):

Causes (Likelihood):

Service: Street Scene Services

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Stuart Noyce
Review Note: SS5o0W/ Training & Instruction/Mobile phones

Risk: H&ES RA - Street Cleansing Operative Risk assessment for role - highest risk from role -
Risk of accident/injury when working roadside

Effects (Impact/Severity)

Causes (Likelihood):

Service: Street Scene Services

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Stuart Moyce

Review Note: Risk assessment for role - highest risk from role - Risk of accidentinjury when
working roadside. Work is carried out following Chapter 8 Guidance
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Risk: H&S RA - Tractor Operations Tractor with Side Arm Flail Operations (Where applicable this
RA is to be used in conjunction with the Working by roadside RA and the Hand Held Hedge Cutter
RA)

Effects (Impact/iSeverity)

Causes (Likelihood):

Service: Grounds Maintenance

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Darren Beer
Review Note: SS0W in place for tractor operations

Risk: H&S RA - Tree Operations including the use of a chainsaw Tree Operations
Effects (Impact/Severity):

Causes (Likelihood):
Service: Grounds Maintenance

Current Risk Severity: 4 - Current Risk Likelihood: 3 -
High Medium

Service Manager: Darren Beer

Review Note: Team no longer complete any work at height.
Team only complete work on small or fallen trees from the ground.

Risk: H&S RA - Use of GM vehicles (inc. loading, tippi trailers and use of water

bowser) Loading vehicles + unloading on site
Effects (Impact/Severity):

Causes (Likelihood):
Service: Grounds Maintenance

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Darren Beer
Review Note: SS0W in place for use of MODC vehicles

Risk: HES RA - Working at height Use of Ladders
Effects (Impact/Severity):

Causes (Likelihood):
Service: Grounds Maintenance

Current Risk Severity: 4 - Current Risk Likelihood: 3 -
High Medium

Service Manager: Darren Beer

Review Note: Working at Heights training carried out by staff 15.11.2018
Using a MWEP removed from current practice
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Risk: H&S RA - Working by Roadside Urban/Rural Carrying out activities and tasks by the
roadside.

Effects (Impact/Severity):
Causes (Likelihood):

Service: Grounds Maintenance

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Darren Beer
Review Note: SSOW in place for working by roadside

Risk: H&S RA -Waste Collection - Health and Safety Risk of other vehicle users becoming
involved in RTA's

Effects (Impact/Severity):
Causes (Likelihood):

Service: Street Scene Services

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Stuart Noyce

Review Note: S50WiTraining and instruction/Accident and incident reporting
system/Maobile phone communication

Risk: Hoarding Some tenants are known hoarders but we have policies in place and we do regular
inspections.

Effects (Impact/'Severity):

Causes (Likelihood):

Service: Housing Services

Current Risk Severity: 5 -Very  Current Risk Likelihood: 2 -
High Low

Service Manager: Claire Fry

Review Mote: The azseszment of the risk remains the same but it should be noted that the
Housing Service works closely with partners including the Devon and Somerset Fire and Rescue
Service to help those who hoard to understand the possible consequences of their behaviour and to
help them to commence addressing the issues.

Risk: Homelessness [nsufficient resources to support an increased homeless population could
result in failure to meet statutory duty to provide advice and assistance to anyone who is homeless.
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Effects (Impact/Severity): - Dissatisfied customers and increase in complaints.

- This will involve an increase in officer time in dealing with Homelessness prevention and early
intervention.

- Possible increase in temporary accommodation usage.

Causes (Likelihood): New legislation implementad in Aprl 2018 infroduced new statutory duties
and as a result the numbers of people presenting as homeless are increased, having an impact
upon workloads.

Service: Housing Services

Current Risk Severity: 4 - Current Risk Likelihood: 3 -
High Medium

Service Manager: Claire Fry

Review Note: The new referral procedure implemented in accordance with the provisions of the
Homelessness Reduction Act is now resulting in more cases, therefore we monitor this risk as a
matter of routine. Mitigating factors are still effective and the team is managing the work load.

Risk: Impact of Welfare Reform and other emerging Mational Housing Policy Changes to
benefits available to tenants could impact upon their ability to pay.
Cither initiatives could impact upon our ability to deliver our 30 year Business Flan.

Effects (Impact/Severity):
Causes (Likelihood):

Service: Housing Services
Current Risk Severity: 4 - Current Risk Likelihood: 3 -
High Medium

Service Manager: Claire Fry

Review Note: Universal Credit full service has now started in Mid Devon and the number of
tenants in receipt of this is increasing. This is having an impact upon our revenue stream. For this
reason, the risk assessment remains the same although we now have a team in place which is
dedicated to income recovery and we are also reviewing our procedures in order to streamline
them.

Risk: Information Security Inadequate Information Security could lead to breaches of confidential
information, damaged or corrupted data and ultimately Denial of Service. If the council fails to have
an effective information strategy in place.

Risk of monetary penalties and fines, and legal action by affected parties

Effects (Impact/Severity):
Causes (Likelihood):
Service: ICT

Current Status: High Current Risk Severity: 5 - Very Current Risk Likelihood: 4 -
(20) High High

Service Manager: Alan Keates

Review Note: Although technical controls are in place to help to mitigate this risk, there is still a
high probability that human emor could potentially cause a severe data breach or malware infection.
User awareness training is regularly taking place to help reduce this risk.
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Risk: Legionella Legionella
Effects (Impact/Severity)

Causes (Likelihood):

Service: Leisure Services

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Darren Beer, Heather Hargreaves
Review Note:l

Risk: Localism Act - Community Right to Buy / Challenge Transference of services to the

community could enable the Council to identify cost savings

Effects (Impact/Severity):

Causes (Likelihood):
Service: Financial Services

Current Risk Severity: 4 - Current Risk Likelihood: 3 -
High Medium

Service Manager: Jo Nacey
Review Mote:

Risk: Lone Working Risks associated with working alone (eg on site visits, call-outs, evening,
weekend and emergency work and working from home).

Effects (Impact/'Severity)

Causes (Likelihood):
Service: Property Services

Current Risk Severity: 4 - Current Risk Likelihood: 3 -
High Medium

Service Manager: Andrew Bushy
Review Mote: Health & Safety Officer trailing new Lone Working equipment.

Risk: Management of Legionella within Corporate Assets The risk assessment covers the
Management confrol, including practises and procedures, of Legionella across all Commercial
Asgats

Effects (Impact/'Severity)

Causes (Likelihood):

Service: Property Services

Current Status: High Current Risk Severity: 5 - Very  Current Risk Likelihood: 3 -
(15) High Medium

Service Manager: Andrew Bushy

Review Mote! The Environmental team are now regularly taking water samples from the
corporate assets and the hé&s officer has passed a legionella management course to assist with




producing schematics of the HWS and CWS systems. The risk remains the same until we have
completed a review across all sites as reported to the h&s Committes.

Risk: Owverall Funding Availability Changes to Revenue Support Grant, Business Rates, New
Homes Bonus and other funding streams in order to finance ongoing expenditure needs.

Effects (Impact/Severity)

Causes (Likelihood):

Service: Financial Services

Current Status: High Current Risk Severity: 5 - Very Current Risk Likelihood: 3 -
(15) High Medium

Service Manager: Jo Nacey

Review Note:

Risk: Palmerston Park Development of 26 houses - liquidator exploring a claim against us
regarding losses and damages re previous contractor.

Effects (Impact/Severity):

Causes (Likelihood):

Service: Property Services

Current Risk Severity: 5 - Very  Current Risk Likelihood: 2 -
High Low

Service Manager: Andrew Bushy

Review Note: Development of 26 houses - liquidator exploring a claim against us regarding
losses and damages re previous contractor. A response to this claim has been submitted to those
representing the liquidator and the Council despite chasing have not received a reply in accordance
with the construction protocol.

Risk: Plant Room Flant Room

Effects (Impact/Severity)
Causes (Likelihood):

Service: Leisure Services

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Darren Beer, Heather Hargreaves

Review MNote:
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Risk: Pool Inflatable Pool Activities
Effects (Impact/Severity):

Causes (Likelihood):
Service: Leisure Services

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Darren Beer, Heather Hargreaves

Review Note: improvement through increased staffing resources, or removing the activity. Staff
training is undertaken for this activity in addition to the NPLQ qualification

Risk: Premier Inn Construction site Increased difficulty in management of the car parking facility
while the Premier Inn is being built

Effects (Impact/Severity):

Causes (Likelihood):
Service: Property Services

Current Risk Severity: 4 - Current Risk Likelihood: 2 -
High Low

Service Manager: Andrew Bushy

Review Note: Demolition complete and remaining section now being worked on. Risk reduced
due to major demolition works being completed.

Risk: Reduced Funding - Budget Cuts We are subject to confinuing budget reductions. If we
concentrate on short term cost savings, it may increase long term impact of decisions

Effects (Impact/Severity): « Increased workforce stress and declining morale can add to the
dangers of a major incident if staff come under pressure as budget cuis force changes in
operational models

+ Budget cuts may limit the financial resources that we can dedicate to network security potentially
making us more vulnerable to cyber-attacks

+ Use of reserves o supplement reduced funding for budgets could put a sirain on reserves in
future, with inahility to maintain them

+ The Council could significantly over or underspend against budget on the provision of Council
services

+ There may he inefficient use of public money and a failure to comply with the Council's objeciives
+ The relative scale of impact in an incident will be higher due to decreased organisational resilience
as a result of diminishing financial reserves and workforce response capacity

Causes (Likelihood): - Severs financial pressure caused by a significant reduction to the

Council's Revenue Support Grant

« Ceasing of other grants

Service: Financial Services

Current Status: High Current Risk Severity: 5 - Very Current Risk Likelihood: 4 -
{20) High High

Service Manager: Jo Nacey
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Review Note: VWe have managed to halance the hudget in previous years with limited use of
reserves. This will become increasingly difficult and we will need to continue to implement longer
term savings.

Risk: Reduced Funding - Service Cuts With continued reductions in funding, there may be a
long-term need to plan reduced or cease non-statutory services.

Effects (Impact/Severity): + With the economic downturn there is risk of halancing reduced
services with customer expectations in an increasing demand-led environment.

« Financial costs arising from reduced services (g insurance claims due to flicking stones when
cutting long grass)

Causes (Likelihood): - Severe financial pressure caused by a significant reduction to the
Council's Revenue Support Grant

Service: Financial Services

Current Status: High Current Risk Severity: 4 - Current Risk Likelihood: 4 -
(16) High High

Service Manager: Jo Nacey
Review Note:

- social media impact of reputational damage through social media is
a significant risk that warrants inclusion on the Authority’s risk register.

Effects (Impact/Severity):

Causes (Likelihood):

Service: Communications
Current Risk Severity: 5 - Very  Current Risk Likelihood: 2 -
High Low

Service Manager: Jane Lewis

Review Note: Mow that there is a full time Communication Officer in post this provides the
council with improved social media monitoring and we are more likely to respond in a timely
manner. The media policy and social media guidelines are also currently being reviewed and will be
taken to the Community FO'G in November 2018.

Risk: Reputational re Council Housing Stock Failure in handling a disaster/mistake properly
Effects (Impact/Severity):

Causes (Likelithood):
Service: Housing Services

Current Risk Severity: 5 - Very  Current Risk Likelihood: 2 -
High Low

Service Manager: Claire Fry

Review Note: the assessment of the risk remains the same but there are adopted policies and

procedures which should mitigate the risk of a disaster happening. Furthermore, we have trained
and experienced staff.
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Risk: $106 Agreement Inability of the legacy systems to provide a full overview of the
trigger points’ for all of the 5106 agreements

Effects (Impact/Severity):

Causes (Likelihood):

Service: Planning

Current Status: High Current Risk Severity: 5 - Very Current Risk Likelihood: 3 -

(15) High Medium

Service Manager: Jenny Clifford

Review Note: FProject to update records is progressing and will allow better tracking of payments
due /made and trigger dates.

Risk: School Swimming Sessions School Swimming Sessions
Effects (Impact/Severity):

Causes (Likelihood):
Service: Leisure Services

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Darren Beer, Heather Hargreaves
Review Notel Improvement possible by increased staffing resources

Risk: Stress The physical and mental well-being of Officers could be affected by work environment
and pressures caused by work demands and work relationships.

Effects (Impact/Severity)l
Causes (Likelihood):
Service: Housing Services

Current Risk Severity: 4 - Current Risk Likelihood: 3 -
High Medium
Service Manager: Claire Fry

Review Mote: The rick azzezzment remains the same due fo the nature of the work. Whilst we
have a strong supervision framework in place, provide appropriate fraining and access to support
as necessary, Officers are often required to work with challenging people, make key decisions
which can have a profound impact upon individuals and juggle conflicting priorities.
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Risk: Swimming Lessons Swimming Lessons

Effects (Impact/Severity):

Causes (Likelihood):

Service: Leisure Services

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low
Service Manager: Darren Beer, Heather Hargreaves

Review Note: Improvement possible with increased staffing resources

Risk: Swimming Pool Swimming pool & spectator walkway
Effects (Impact/Severity):

Causes (Likelihood):

Service: Leisure Services

Current Risk Severity: 5 - Very Current Risk Likelihood: 2 -
High Low

Service Manager: Darren Beer, Heather Hargreaves
Review Note: Improvement possible by increased staffing resources

Risk: Tenants with C X Needs As our housing stock shrinks, the proportion of such tenants
will increase.

Effects (Impact/Severity):

Causes (Likelihood):
Service: Housing Services

Current Risk Severity: 4 - Current Risk Likelihood: 3 -
High Medium
Service Manager: Claire Fry

Review Note: The risk assessment remains the same because vulnerable people may need
support and may also exhibit challenging behaviour which could impact staff wellbeing. We provide
appropriate training for staff and have good links with other agencies including the Police, social
senvices, WiserEmoney, CHAT, the CA efc




